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Abstract—Feature interaction (FI) occurs when the require-
ments are satisfied by the features in isolation but not in
composition. We present a novel approach to FI detection via
a lightweight modeling of two features’ resource dependency.
Our preliminary study on two Zoom features shows three types
of resource dependency: produce-and-use, state-changing, and
mutual-exclusion. We present the testing pattern associated with
each type, report the FI testing results, and discuss our long-term
directions toward using real-world software’s features to ground
and evaluate requirements engineering research.

Index Terms—{feature interaction, goal-oriented requirements
engineering, requirements-based testing

[. INTRODUCTION

In a software system, a feature is an increment of function-
ality usually with a coherent purpose [1]. A feature is also
a client-valued function serving users in a visible way. The
concept of a feature is central to the incremental development
of complex systems, because it helps to state requirements
as largely independent features; in this way, the users can
comprehend the features cohesively and the engineers can
build them individually [2]. In the modern continuous inte-
gration and continuous delivery/deployment (CI/CD) pipeline,
software vendors release features to serve their end users, and
for that matter, to compete against their rivals as well [3].

Incremental delivery of new and enhanced features means
that they must be composed with the existing features to
form the whole software system. However, an inherent and
significant challenge is the feature interaction (FI) problem,
referring to the undesired behavioral modifications that one
feature makes to another [4].

FI detection is a complex matter. In theory, the number
of possible interactions is O(2/F!) where F is the set of
features [5]. In practice, if we focus only on a newly released
feature, the number of pairwise interactions to consider is
O(|F]). O(|F]) is not a trivial bound, e.g., the number of
Zoom features released in 2022 is 281 [6]. Without proper
support, the development of additional features is ultimately
overwhelmed by the FI problem [7].

One such support was introduced by Bisbal and Cheng [8]
to address the FI problem on the basis of the resources used
by features, rather than the features themselves. For instance,
if we know the “forward error correction” feature uses =%
battery life and the “image resolution” feature uses y% battery
life, then these two features interact on the basis of the battery
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as a resource. Despite the prototype implementation presented
in [8], Bisbal and Cheng’s approach concerned more about
quantitatively optimizing a resource. As for FI detection, only
a brief mention was made in [8]: “Intuitively if a given
feature has goals that cannot be achieved given the USES
and PRODUCES relationships and resources specified for the
system, then a feature interaction is detected.” Here, USES
means that a feature is using a resource to perform its task,
and PRODUCES means that a feature produces a resource
which will be available to this feature or other features [8].

Several practical questions arise: Can a feature’s resource(s)
be readily recognizable? How exactly do the USES and
PRODUCES relationships give rise to FIs? Are there any
other resource-based relationships that reveal FIs? Probably
most important of all, is an approach centered on resources
capable of detecting FIs for a real-world software application
like Webex or Zoom used by millions of people? In this paper,
we present our ongoing work on constructing resource-centric
goal model slices for the purpose of detecting FIs.

Our main contributions are the novel classification of three
finder-grained resource dependencies, their testing patterns,
and the empirical results obtained over real-world software
features. The rest of the paper is organized as follows.
Section II lays the foundation of FIs. We then describe our
approach and initial results in Section III, discuss related work
in Sections IV, and conclude the paper in Section V.

II. WHAT IS A FEATURE INTERACTION?

Jackson defined the meaning of requirements as “£,S F
R” in his seminal paper [9], where £, S, and R represent
environmental assumptions, specifications, and requirements
respectively. The entailment - means that if a software system
doing S is installed in an environment having &£, then we know
R will be fulfilled [10]. Peng et al. [1] recently viewed a
released feature, I, as an implemented S and thus the feature
operated in a given environment will satisfy its requirement,
namely, “€, F - R”.

Now, let us consider two different features: “£y, F1 F Ry”
and “&y, F5 F Ry”. If their composition (denoted as F ||Fy)
operating in the shared environment does not satisfy R and
Ro simultaneously, then a FI occurs [2]. More formally, if the
requirements are satisfied by the features in isolation:
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then F; and F> modify or influence one another in defining
overall system behavior, thereby interacting with each other.
Although the above characterizations are about pairwise FI,
one can easily generalize them to the interaction involving
more than two features. From a practical point of view,
however, a pairwise FI represents one of the most basic forms
that a resolution could help address other interactions. We
therefore focus on detecting pairwise Fls in our work.

III. USING GOAL MODEL SLICE TO DETECT
RESOURCE-BASED FEATURE INTERACTIONS

Our approach advocates the construction of a goal model
slice for detecting resource-based Fls. Currently, the goal
model slice is built manually by relying on human expertise.
While our long-term visions include automating the goal slice
modeling, we believe the current manual work is necessary
and important to inform automated support development.

We adopt the graphical notations from the i* frame-
work [11] to depict a goal model slice. Fig. 1-a shows the
slice of a single feature, e.g., the “Caller ID Display” feature
depends on the “phone screen” (a resource) to help accomplish
the goal of “showing who the caller is”. When the resource is
shared by two features, the goal model slice can be extended
to include both features as shown in Fig. 1-b. For instance,
the “Caller ID Block” feature depends on the same “phone
screen” resource to help fulfill the goal of “hiding who the
caller is”.

The principle of our goal model slice design is minimality,
i.e., choosing only the essential elements for the purpose of un-
covering resource-based FIs. Our specific choice of including
goals is to explicitly define the oracles [12] for testing indi-
vidual features; otherwise, no intentional observations would
be made to check if the software’s actual output or behavior
is correct or not. Although i* does not include feature as a
construct, we treat it as a task that carries out the computations
in order to fulfill a goal. By considering a minimum set of
elements for modeling resource dependency [11], we expect
easy constructability because the goal model slice is not meant
to be complete or comprehensive.

In order to detect Fls, the goal model slice needs to be as
precise and testable as possible. To that end, we refine the
resource dependency modeled in Fig. 1-b by presenting our
manual analysis results of a Zoom feature. As our analysis
was performed in the fall of 2022, we chose a new feature at
that time, namely “Decline meeting invitation with message”
released in September 2022 [6]. The description of this feature
is as follows:
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Fig. 1. (a) Goal model slice showing that a “Feature” depends on some
“Resource” in order to achieve a “Goal”, and (b) Goal model slice involving
two features, F and F5, which share the same “Resource”.

“When the host of an active meeting invites a contact
directly to join, the invitee can send a message
when declining the invite, to provide context around
the reason for declining. Some preset responses are
provided by Zoom, but custom text can be used as
well. The message will appear as a chat message
in Zoom Team Chat for the person requesting you
join.”

We identified three types of resource dependency: produce-
and-use, state-changing, and mutual-exclusion. Each type con-
tained more than one instance, which we present next. For each
type, we also contribute the software testing pattern amenable
to revealing FIs..

A. Produce-and-Use

Without loss of generality, we refer to the resource-
producing feature as feature;, and the resource-using feature
as featurep. A familiar scenario of produce-and-use is a text
editor’s “typing” feature and the “spell checking” feature.
Once a resource (e.g., a word) is produced by “typing”
(feature;), the same resource will then be used by “spell
checking” (features) to warn the user in case of misspelling.
Regarding Zoom’s “Decline meeting invitation with message”
feature, it does produce a chat message. Such a produced
resource can then be used by several other features, as shown
in Fig. 2. Therefore, it is important to test all the goal model
slices of Fig. 2.

The testing pattern of resource’s produce-and-use FI is
shown in Table I. First, feature; shall be tested in its entirety,
without any other feature interfering with it. The test oracle
here is to make sure that the resource is indeed produced
and the goal of feature; is satisfied, e.g., a word is actually
typed, and a chat message providing reason for declining is
in fact composed. This very resource then triggers features
(e.g., “spell checking” or “chat preview notifications”), and
the expectation (oracle) here is to satisfy the goal of featureq
(e.g., to flag a misspelled word, or to provide more attention
to incoming chat messages).

Although the two features’ sequencing is linear and straight-
forward in Table I, they are interdependent. Not only is
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Fig. 2. Four instances of resource’s produce-and-use features arranged chronologically relative to the September 2022 feature of “Decline meeting invitation
with message”: The actual testing results show that (a) and (d) turn out to be FIs, whereas (b) and (c) are non-negatively-interfering features.

TABLE 1
TESTING PATTERN OF RESOURCE’S PRODUCE-AND-USE FI

testing resource-producing feature;
// inputs and steps to test feature;

resource produced <— goal;
testing resource-using featurep with

feature; -produced resource
// inputs and steps to test features

goals

feature stimulated with the resource outputted from feature;,
but feature; must also be informed by feature,. For example,
a decline message of: “T’ll call you back.” will not trigger
the “Happy Anniversary chat celebration” feature, but the
message: “I'll call you back. BTW, Happy Anniversary!” will.
Our testing of Zoom, conducted in November 2022, showed
that FIs occurred in Fig. 2-a and Fig. 2-d. The other two
instances showed no Fls, i.e., the chat preview notifications
were successfully made (Fig. 2-b), and the raining Tada emojis
were observed (Fig. 2-c).

B. State-Changing

Consider a door’s mechanical locking bar as a resource, and
two common features operating the door: “close the door” in
order to “reduce the outside noise”, and “lock the door” to
“prevent theft”. Let us further consider two discrete states of
the resource: the locking bar being “pulled out” in a locked
position, and it being “backed in” in an unlocked position.
Assume the initial state of the locking bar is “backed in”, we
can then “close the door” first followed by invoking the feature
to “lock the door”. This order of invocations clearly ensures
that both goals of reducing the outside noise and preventing
theft are met. However, if the invocation order is reversed, then
the “lock the door” feature will change the resource’s state
to “pulled out”, which in turn obstructs the “close the door”
feature. Such a state change of the shared resource causes
neither goal to be met, and hence an FI occurs.

We classify this type of FIs as state-changing. Different
from produce-and-use, no new resource is generated. Instead,
an existing resource’s state is being changed by one feature
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TABLE 11
TESTING PATTERN OF RESOURCE’S STATE-CHANGING FI

testing feature;
// inputs and steps to test feature;
resource’s state changed successfully by feature;

testing features upon the state change
// inputs and steps to test featureg

goal; A goals

(featureq), and after that the other feature (features), or both
feature; and features, could not be carried out successfully.
The testing pattern of resource’s state-changing FI is shown in
Table II. Special attentions are paid to the order of the features’
invocations, and to the test oracle of (goal; A goaly) together
rather than observing them separately at different times.

For Zoom’s “Decline meeting invitation with message” fea-
ture, we manually identified three instances of state-changing
FIs as shown in Fig. 3. Interestingly, each of the three instances
has a different resource state space. In Fig. 3-a, a meeting
invitee can be “blocked” or “invited”. In Fig. 3-b, a meeting
inviter can stay in “do not disturb” or stay “informed”. In
Fig. 3-c, an invitee can be invited to “join a meeting” or
“collaborate on the whiteboard”. Our actual testing showed
that Fig. 3-a and Fig. 3-b led to FIs, because in Fig. 3-a,
even after an invitee was blocked from sending a team chat
message, the decline message from the invitee still showed up,
and in Fig. 3-b, even if an inviter did not want to be disturbed,
the decline message was not silenced at all. No FI was detected
in Fig. 3-c, as the invitee’s declining status was consistent for
joining a meeting and for collaborating on the whiteboard.

C. Mutual-Exclusion

When two features operate on the same resource concur-
rently, one feature can override the resource that the other
feature has begun operating. For example, after the feature
“recording TV program from 7pm to 8pm” has begun its
operation on the video recorder (resource), some backyard
movement is detected which triggers another feature “cap-
turing burglar activities” to operate on the same resource.
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Fig. 4. Two instances of resource’s mutual-exclusion features interacting with the Zoom feature of “Decline meeting invitation with message’

testing results confirm that both are Fls.

TABLE III
TESTING PATTERN OF RESOURCE’S MUTUAL-EXCLUSION FI

testing feature;
/I triggering feature;’s operation on resource,
// but not completing the operation

testing features in its entirety
// inputs and steps to test features

featurep overrides resource’s state <— goals

/I continuing the testing of feature;

goaly

This later-triggered feature overrides the resource’s state, or
uses the resource in an exclusive fashion. As a result of
this mutual-exclusion resource dependency, the previously
triggered feature could not accomplish its goal.

The testing pattern of resource’s mutual-exclusion FI is
shown in Table III where the two features operate on the
same resource in an interleaving way. Although the desired
outcome is to satisfy both goal; and goals, it is likely that
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goaly is met due to the integrity of featurey’s execution. The
mutual-exclusion of the resource’s concurrency control likely
hurts goal; from being accomplished.

Fig. 4 presents the two mutual-exclusion instances that we
identified regarding Zoom’s “Decline meeting invitation with
message” feature. Both instances were confirmed to be Fls.
In Fig. 4-a, for instance, Alice begins typing in the chat box,
“Here is today’s meeting agenda: first, we will”, but has not
completed typing the message and hence has not sent the mes-
sage yet. Alice invites Bob to join the current meeting, but Bob
declines with a message. Although Alice wants to continue
typing the meeting-agenda message, Bob’s declining message
uses the “chat display” (resource) exclusively. Alice’s message
gets wiped out completely. She has to re-type everything.

Fig. 4-b presents a concurrent access to another resource:
channel chat. For example, Carol invites Dave to join a
new channel’s meeting, but Dave has not declined yet. Carol
now asks Erin to become a member of the new channel,
and Erin agrees. The notification about Erin’s being a new
member appears in the channel chat, completely overriding
Dave’s declining message even after Dave responds to Carol’s
invitation. From our experience, a key to the above results is
to recognize the resource (“chat display” or “channel chat”)
more or less as a physical object that different features operate
on potentially concurrently.
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TABLE 1V
FEATURES INTERACTING WITH ZOOM’S “ENHANCED SELF-VIEW AND NON-VIDEO PARTICIPANTS CONTROLS” FEATURE

Resource States Feature (release time) Testing Result
self self-preview, hidden} Blur my background (January 2022) FI detected
speaker/active, hidden} Speaker view (June 2022) FI detected
pinned, hidden} Multi-pin and multi-spotlight (September 2022) FI detected
{persistent, hidden} Persistent gallery view (June 2022) FI detected
participant | {reaction, hidden} Raise hand for host and co-host (December 2020) FI detected
{main session, breakout room} Create breakout rooms (January 2022) FI detected

{camera-off, camera-on, hidden, shown} | Turn camera on/off (unknown) No FI detected

state- mutual-
changing exclusion

produce-
and-use

Fig. 5. Summary of the number of FIs for the two Zoom features that
we analyzed: 4 produce-and-use instances were identified, among which 2
FIs (50%) were detected; 10 state-changing instances were identified, among
which 8 FIs (80%) were detected; 2 mutual-exclusion instances were detected,
both of which were FIs (100%).

D. Discussions

As our FI analysis and testing are performed manually, our
results are limited from a completeness angle. In particular, it
could be the case that more instances exist and that more types
of resource-based FI exist. To address generalizability, we
worked on another Zoom feature released in September 2022,
“Enhanced Self-view and Non-video participants controls” [6].
The feature description is as follows:

“The Hide Self View option in client settings is
persistent across meetings, reducing the need to
be set each meeting. Additionally, the Hide Self
View and Hide Non-Video Participants options are
included in the in-meeting View controls, for easier
access.”

‘We manually identified seven features potentially interacting
with the above feature. All of the seven are of the state-
changing type. Table IV lists the resources underlying the
interactions, the resources’ states, the interacting features, and
the FI testing results. Through this analysis, we were able
to confirm the testing pattern of Table II. In addition, we
found that the resources were readily identifiable, as “self”
and “participant” were directly mentioned in the feature’s
description. In fact, these resources were also highlighted in
the feature’s title. The states of the resources are centered
around “hidden” as it was the main effect of the feature.

Analyzing the “Enhanced Self-view and Non-video partici-
pants controls” feature offered us some deeper insights into FI
detection. This feature does not produce any new resource, and
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hence our current analysis was unable to identify any FIs of
the produce-and-use type. Moreover, no mutual-exclusion Fls
were found and our speculation is that the feature functioned
instantly on the resource, i.e., hid self view or hid non-video
participants in an atomic motion, leaving no room for another
feature’s concurrent execution. We anticipate observations,
such as new resources and instant functions, will support the
FI detection and classification more effectively and accurately;
investigating these aspects is part of our ongoing work.

We summarize the number of FIs for the two Zoom features
that we analyzed in Fig. 5. We emphasize that the detected FIs
depend on the software’s actual implementation, and thus what
is essential is our ability to use goal model slices to identify
the 4, 10, and 2 instances of produce-and-use, state-changing,
and mutual-exclusion resource dependency respectively. With
the identified instances, we can then apply the testing patterns
to confirm FIs. Because software evolves continuously, re-
checking all the instances in subsequent releases can be part of
the regression testing activities [13]. Nevertheless, the numbers
shown in Fig. 5 indicate that FIs do occur in a real-world app
relied upon by many people—an encouraging result of our
research at its current stage.

IV. RELATED WORK

Several taxonomies exist for FIs. Calder et al. [4] focused on
FIs in telecommunication services and grouped the techniques
into offline, online, and formal methods. Shehata et al. [14]
defined six main interaction categories, three of which explic-
itly involved resource. In fact, Bisbal and Cheng [8] noted that
resource contention is at the core of the FI problem, and this
view was echoed by Nhlabatsi ef al. [2] who considered that
FI primarily arises from sharing of resources. Our analysis,
grounded in Zoom features, leads to three novel, finer-grained
types of how a resource is shared between two features and
what testing steps can be undertaken to reveal the Fls.

DeVries and Cheng [15] were among the first to use a goal
model to detect FIs. They not only incorporated features into
the goal-decomposition hierarchy, but also added features’ pre-
condition and post-condition expectations to the goal model
manually. These expectations were then represented in logical
expressions, so that their satisfactions could be checked with a
satisfiability modulo theories (SMT) solver. In the case of FIs,
counterexamples were returned to help the system designer
to resolve the FIs. In DeVries and Cheng’s approach [15],
a relatively well-constructed goal model serves as the inputs

Authorized licensed use limited to: University of Cincinnati. Downloaded on January 09,2025 at 22:21:36 UTC from |IEEE Xplore. Restrictions apply.



for detecting FIs. In contrast, our approach takes the natural
language (NL) descriptions of features released by software
vendors as inputs, and constructs a goal model slice by
modeling only the interacting features’ resource dependency.
We therefore advocate a lightweight, minimalist way of goal
modeling in order to identify Fls.

One manifestation of the lightweigt-ness is our analysis of
pairwise features, also known as 2-way interactions in the
literature [5], [15]. Beyond the simple 2-way situations are the
3-way (or N-way) interactions which occur only when three
(or N) features are composed but not when two (or N—1) of
them are. Hence, the complexity of detecting N-way FIs is
exponential, making it computationally intractable [7], [15].
An important finding of functional FIs was made by Fantechi
et al. [16], who proved that the behavioral interactions of 3
(or N) features are always due to the interaction between
2 of the 3 (or ) considered features, thereby reducing the
FI detection’s complexity to pairwise analysis. For a to-be-
released feature, performing pairwise FI analysis is thus linear.
However, a subtlety in our approach is the recognition of
relevant resource(s), along with the modeling of the resource-
dependency type(s) and the execution of associated test(s).
These aspects bring additional complexity which we will
address as part of our long-term research plans.

V. CONCLUSIONS

Building on the preliminary results reported in this paper,
we plan to develop automated support by leveraging natural
language processing (NLP) techniques. A specific objective is
to tag the resource(s) mentioned in a feature’s description [17],
and if no resource is explicitly mentioned, then we aim to infer
the resource based on the feature’s actions and the dependency
from similar actions. Correlating features with nonfunctional
requirements [18] may also be helpful.

Another support will be on retrieving candidate interacting
features and classifying resource dependency types. Observa-
tions made in our current analysis, such as whether a new
resource is produced and whether the operation on the resource
is atomic, can help build the classifiers with explanability [19],
[20]. We advocate the use of real-world software systems and
applications to carry out empirical investigations, which can
further facilitate replication [21], [22] and increase research’s
potential impacts. Our long-term goal is therefore to improve
the work’s relevance, scalability, and practicality.
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